Staying Ahead of
1als in Web3.0
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Possible Threats in the Web3.0
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Rossible Crimes in the Web3.0

 Money Laundering  Wash Trading « Fake Metaverse Launch
* ICO Scams  Fake NFT Minting * Fake Land Expansion
* Rug pulls * Phishing Attack

XTraditional Crimes, e.g. Impersonation, Drug Selling, Pornography may also exist
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IVieasures to Combat Crimes in the Web3.0

Hﬁiﬁiﬁ%lﬁﬁééﬂﬁ? LEEREHIE

L TERER S FEE S5

* Advise on legislations  Setup stop payment * Develop virtual asset
to regulate virtual mechanism with investigation capability
assets trading and - different virtual * Intelligence exchange
exchanges assets exchanges with Overseas LEAs

ﬁﬁ WEERT E-EE ZEH =R CYBER SECURITY AND TECHNOLOGY CRIME BUREAU N



fihe S’/amet cham and Pitfalls Search Engine
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Ihe'Scameter - Search Results

Red - Exact match (except matched username) with scams
- High cyber risk

Orange - Matched username
- Domain name matched in phishing
- Exact match in HKJunkCall
- Moderately high cyber risk

Yellow - Matched telephone records except prefix
(e.g. indexed +85225073364, but input 25073364)
- Medium cyber risk

Purple -No hit

Grey - Wrong input
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